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The Common Reporting Standards (“CRS”) aims to enable 
tax authorities to tackle offshore tax evasion by providing a  
greater level of information on their residents’ wealth held 
abroad. As a party to the Convention on Mutual Administrative 
Assistance in Tax Matters, Malaysia already has laws in place 
to ensure the strict compliance and enforcement of CRS. Chua 
Wei Min, Director of ZICO Trust Limited, shares her take on the 
adoption of CRS in Malaysia, as well as the developments of 
CRS in other ASEAN jurisdictions.
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CRS is a part of the Standard for Automatic Exchange of  
Financial Account Information in Tax Matters (Second Edition  
2017) (“Standard”) issued by the Organisation for Economic  

CRS enables tax authorities from participating jurisdictions to obtain information from their financial institutions and automatically 
exchange that information with the tax authorities of foreign participating jurisdictions on an annual basis. In summary, the CRS  
lays down rules on 4 key areas: 

These rules are implemented through the respective domestic legislation of each participating jurisdiction. The information to be  
exchanged by a participating jurisdiction relate to information on its non-tax residents.

OVERVIEW OF CRS

Co-operation and Development (“OECD”). The OECD developed 
and approved the Standard to promote and facilitate cross-border 
tax transparency.

CRS is a standard formulated by OECD to implement the  
Automatic Exchange of Information (“AEOI”), which refers to 
processes for exchange of information developed by the OECD 
requiring a country to obtain financial information from their 
financial institutions and exchange that automatically with treaty 
partners. The key aims of AEOI are to enable tax authorities 
to identify non-compliant taxpayers and detect tax avoidance 
or evasion. Countries agree to participate in AEOI in various 
ways, principally through signing onto the OECD’s Multilateral  
Convention on Mutual Administrative Assistance in Tax Matters  
(as amended) (“Amended Convention”), and through legal 
frameworks like double taxation agreements, bilateral 
agreements for exchange of information between countries, tax  
information exchange agreements and the Multilateral Competent 

1. The exchange of financial account information between jurisdictions (“Reportable Accounts”)
2. The financial institutions required to report (“Reporting Financial Institutions”)
3. The different types of accounts and taxpayers covered
4. The common due diligence procedures to be followed by financial institutions.

Authority Agreement.

As at 11 June 2018, 122 countries have agreed to automatically 
exchange information for tax purposes under the Amended 
Convention. Different jurisdictions have adopted different legal 
frameworks in implementing AEOI. Malaysia is a party to the 
Convention and has adopted CRS through the Multilateral 
Competent Authority Agreement signed on 27 January 2016.  
The first reporting date of CRS information to the Inland  
Revenue Board of Malaysia is on 31 July 2018.

This article discusses the adoption of CRS in Malaysia, and  
provides a snapshot of developments in other ASEAN jurisdictions.
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CRS IN MALAYSIA

• Income Tax (Automatic Exchange of Financial Account 
Information) Rules 2016 and Income Tax (Automatic 
Exchange of Financial Account Information) (Amendment) 

Malaysia has adopted what is known as the wider approach 
where Reporting Financial Institutions in Malaysia have to  
identify the jurisdiction in which a person is tax resident,  
regardless of whether or not Malaysia has a CRS agreement  
with that jurisdiction. This approach is taken to minimise the  
need to perform the due diligence process when a new  
jurisdiction commits to CRS.

CRS is implemented in Malaysia through, among others, the 
following:

The CRS reporting obligations, being now law in Malaysia, is 
further explained and implemented through the Guidance  
Notes and the Malaysian IRB website which provides the  
following key implementation dates:

Entities that are identified as reporting entities within the  
ambit of the Standard are required to register with Malaysian  
IRB. Reporting entities must furnish annual reports with  
prescribed information to Malaysian IRB.This includes specific  
details on each Reportable Account such as name, address,  
jurisdiction of residence, tax identification number of the  
account holder, and the account balance or value.

The following are deemed offences under the relevant CRS laws:

The penalties for non-compliance with the prescribed laws are 
heavy. Any person convicted of an offence may be subject to a  
fine of not less than RM20,000, imprisonment for a term not 
exceeding 6 months, or both under the CRS Rules. Under the  
CRS Regulations, persons convicted of an offence may be subject  
to a fine of not more than RM1,000,000, imprisonment for a  
term not more than 2 years, or both.

WHY SHOULD WE BE CONCERNED WITH CRS?

Rules 2017 (“CRS Rules”)
• Labuan Business Activity Tax (Automatic Exchange of 

Financial Account Information) Regulations 2018 (“CRS 
Regulations”)

• Common Reporting Standard Guidance Notes (“Guidance 
Notes”) issued by the Malaysian Inland Revenue Board 
("Malaysian IRB") on 5 February 2018.

(a) failure to provide Malaysian IRB with information in the 
form, manner and frequency as prescribed in the CRS 
Rules or CRS Regulations;

(b) failure to comply with the due diligence and other 
obligations as prescribed in the CRS Rules or CRS 
Regulations; and

(c) reporting of false information to Malaysian IRB.

Determination date on whether Pre-Existing Individual Account meets the High Value Threshold 
(USD1,000,000)

30 June 2017, 31 December 
2017 and 31 December of 
subsequent calendar years

Determination date on whether Pre-Existing Entity Account meet the threshold for review (USD250,000)
30 June 2017, 31 December 
2017 and 31 December of 
subsequent calendar years

Registration of Reporting Financial Institutions 15 May 2018

Review of Pre-Existing High Value Individual Account must be completed by 30 June 2018

Review of Pre-Existing Lower Value Individual Account must be completed by 30 June 2019

Review of Pre-Existing Entity Accounts must be completed by 30 June 2019

Reporting to Malaysian IRB begins

31 July 2018* 
31 July 2019*
30 June 2020 and 30 June of 
subsequent years
(*Reporting for 2018 and 2019 
for all accounts extended to 
31 July to be in line with the 
special provision for Pre-Existing 
Individual Accounts reporting 
requirement)

Table 1: Key CRS Implementation Dates in Malaysia

Malaysian IRB has, on 20 June 2018, published a list of 41 Reportable Jurisdictions. Reporting Financial Institutions in Malaysia are hence 
required to report the Reportable Accounts held by tax residents from these 41 jurisdictions to Malaysian IRB.
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WHO IS A REPORTING ENTITY?

CRS OBLIGATIONS IN A NUTSHELL

Only Reporting Financial Institutions have to register and report to Malaysian IRB. These are: 

Type Description

Depository Institutions

These are entities which accept deposits in the ordinary course of banking or similar business. Entities that 
fall under this category include financial institutions regulated under the Financial Services Act 2013 ("FSA"),  
Islamic Financial Services Act 2013 ("IFSA"), Development Financial Institutions Act 2002, Labuan Financial  
Services and Securities Act 2010 and Labuan Islamic Financial Services and Securities Act 2010.

Custodial Institutions

These are entities which hold financial assets for the account of others as a substantial portion of their business. 
Such entities could include brokers (trading or clearing), custodian banks, trust companies and nominees. 
Insurance brokers that do not hold assets on behalf of clients do not fall within the scope of this provision. 
This category includes a “custodian” as defined under section 121 of the Capital Markets and Services Act  
2007.

Investment Entities

These are entities which either: 

(a) primarily conduct as a business one or more of the following, for or on behalf of a customer – trading in 
money market instruments, foreign exchange, exchange, interest rate and index instruments, transferable 
securities or commodity futures trading; individual and collective portfolio management; or otherwise 
investing, administering, or managing funds or money on behalf of other persons; or

(b) have gross income that is primarily attributable to investing, reinvesting, or trading in financial assets and 
is managed by another entity that is a Depository Institution, a Custodial Institution, a Specified Insurance 
Company or an Investment Entity described in (a) above.

Institutions under this category include collective investment schemes such as mutual funds and unit trusts,  
fund distributors, advisory-only distributors and fund managers, fund administrators and securities licensees.

Specified Insurance 
Companies

These are licensed insurers under the FSA, licensed takaful operators under the IFSA or their holding  
companies where such holding companies issue or are obligated to make payments with respect to cash  
value insurance contracts or annuity contracts. Insurance brokers and takaful brokers are not classified as  
Specified Insurance Companies unless they are obligated to make payments under the terms of the insurance 
or annuity contract.

Table 2: Financial Institutions with an Obligation to Register and Report to Malaysian IRB
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Non-Financial Entities (“NFEs”) are of 2 categories – Active NFEs 
and Passive NFEs. While NFEs do not have reporting obligations 
to Malaysian IRB, they may be required to self-certify their CRS 
classification to the Reporting Financial Institutions that maintain 
their financial accounts.

A Reporting Financial Institution must report Financial Accounts 
that are held by Passive NFEs with controlling persons that are 
non-residents.

Certain financial institutions are excluded from reporting to 
Malaysian IRB. These non-reporting financial institutions include:

Not all financial accounts are Reportable Accounts. They are only 
Reportable Accounts if:

WHICH ENTITIES ARE EXCLUDED FROM REPORTING? 

WHAT ACCOUNTS ARE REPORTABLE ACCOUNTS?

(a) Government entities, international organisations or  
central banks, other than with respect to a payment  
that is derived from an obligation held in connection  
with a commercial financial activity of a type engaged in 
by a Specified Insurance Company, Custodial Institution, 
or Depository Institution;

(a) the financial account is held by one or more Reportable 
Persons (being individuals or entities who are tax resident  
in a Reportable Jurisdiction and which are not excluded 
under such definition under the CRS) who are non-

(b) Broad participation retirement funds;

(c) Narrow participation retirement funds;

(d) Pension funds of governmental entities, international 
organisations or central banks;

(e) Qualified credit card issuers which satisfy certain 
requirements;

(f) Other low risk entities which have substantially similar 
characteristics to the above entities and is defined in 
domestic law as a Non-Reporting Financial Institution;

(g) Exempt collective investment vehicles which satisfy 
certain requirements; and

(h) Trusts where the trustee is a Reporting Financial 
Institution. 

Reporting Financial Institutions need only review 5 categories of 
financial accounts to determine if they are Reportable Accounts. 
These 5 categories are:

resident in Malaysia; and
(b) the Financial Account is held by a Passive NFE with one or 

more controlling persons who are Reportable Persons.

Financial Account Category

Depository Accounts
Any commercial, current, savings or an account that is evidenced by a certificate of deposit, investment 
certificate, certificate of indebtedness or other similar instrument maintained by a Financial Institution in  
the ordinary course of business.

Custodial Accounts
An account (other than an Insurance Contract or Annuity Contract) for the benefit of another person that 
holds any financial instrument or contract held for investment. Such financial instruments include shares  
in a corporation and a note, bond, debenture or other evidence of indebtedness.

Cash Value Insurance 
Contracts

An insurance contract where the policyholder is entitled to receive payment on surrender or termination of  
the contract or where the policyholder can borrow against the contract. General insurance products such  
as term life insurance, property or motor insurance that do not carry any investment element are not  
financial accounts. 

Annuity Contracts
A contract under which the issuer agrees to make payments for a period of time determined in whole or  
in part by reference to the life expectancy of one or more individuals, or that is considered an annuity  
contract under Malaysian law or practice.

Equity and Debt Interests in 
Investment Entities

Where an entity is an Investment Entity because it is an asset manager or investment advisor, the debt and 
equity interests in the Investment Entity are excluded from being a Financial Account.

Table 3: Categories of Financial Accounts Subject to Review
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The CRS regime further prescribes that certain accounts are 
excluded from reporting requirements. These include, among 
others, retirement or pension accounts, certain life insurance 
contracts, accounts established in connection with a court order  
or judgement and certain depository accounts and security 
accounts that are dormant.

Once a Reporting Financial Institution has identified the reportable 
financial accounts it maintains, it must then:

Reporting Financial Institutions must follow the due diligence 
procedures under the CRS regime to identify whether it  
maintains any financial accounts, the type of financial accounts 
maintained, and ultimately, whether the financial accounts are 
Reportable Accounts.

Different due diligence procedures apply depending on 
whether the financial accounts are pre-existing accounts or new  

The information exchanged pursuant to CRS is accorded confidentiality and protection in the form of agreements between  
participating jurisdictions. Key provisions are summarised below: 

As of June 2018, the only countries within the ASEAN region 
that are adopting CRS are Brunei Darussalam, Indonesia,  
Malaysia, the Philippines and Singapore. Cambodia, Laos,  

DUE DILIGENCE PROCEDURES

CONFIDENTIALITY AND PROTECTION OF INFORMATION

CRS DEVELOPMENTS WITHIN THE REST OF ASEAN 

• conduct due diligence on those accounts to identify the 
jurisdiction in which the account holder is tax resident; and

• report the Reportable Accounts of the non-resident  
account holders of Reportable Jurisdictions to Malaysian 
IRB.

Provision Description

Article 22 of the Convention 
on Mutual Administrative 
Assistance in Tax Matters

Parties to the Convention agree that any information obtained under the Convention shall be treated as  
secret and protected in the same manner as information obtained under the domestic law of that party 
and to the extent needed to ensure the necessary level of protection of personal data. Such information 
shall be disclosed only to persons or authorities concerned with the assessment, collection or recovery of,  
the enforcement or prosecution in respect of, of the determination of appeals in relation to taxes.

Section 5(1) of the 
Multilateral Competent 
Authority Agreement 
on Automatic Exchange 
of Financial Account 
Information

All information exchanged is subject to the confidentiality rules and other safeguards provided in  
the Convention.

Section 5(1) of the 
Multilateral Competent 
Authority Agreement on 
the Exchange of Country-by-
Country Reports

All information exchanged is subject to the confidentiality rules and other safeguards provided in  
the Convention.

Table 4: Confidentiality and Protection Provisions Applicable to Information Exchanged Pursuant to CRS

accounts, and whether such accounts are held by individuals 
or entities. Reporting Financial Institutions are required to  
complete the due diligence review in accordance with the timeline 
set out in cross refer to Table 1.

Myanmar, Vietnam and Thailand are, as at June 2018, not  
signatories to the Amended Convention and have not adopted  
CRS into their respective laws.
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The table below provides a brief snapshot of CRS developments within other ASEAN jurisdictions:

Country CRS developments

Brunei

Brunei became a signatory to the Amended Convention on 12 September 2017. As of 11 June 2018,  
the Convention has not yet been ratified and is not yet in force within the country. Nevertheless,  
Brunei does have a few laws currently in place to implement the provisions of the Convention. Such laws 
include:

• Section 41 of the Income Tax Act

• Income Tax (International Tax Compliance Agreement) (Common Reporting Standard) Regulations, 2017.

To implement the AEOI in Brunei Darussalam, Brunei has enacted the Income Tax Act (Amendment) (No. 
3) Order 2017 as well as the Income Tax (International Tax Compliance Agreements) (Common Reporting 
Standard) Regulations 2017, the latter of which was enforced since 29 June 2017.

The Ministry of Finance is the responsible Ministry for implementing the CRS and has created an 
implementation timeline on the implementation of CRS. According to this timeline, reporting to the  
Revenue Division of the Ministry of Finance will commence on 30 June 2018 and 30 June of subsequent 
years.

Indonesia

Indonesia signed the Multilateral Competent Authority Agreement in 2011 and plans to submit the CRS 
report in September 2018.

Indonesia has adopted the following laws to implement CRS:

• Law No. 9 of 2017 concerning Financial Information Access for Tax Purpose. This is an umbrella law 
for the CRS legal framework

• Ministry of Finance (“MoF”) Regulation No. 70/PMK.03/2017 concerning Technical Guidelines for  
Access to Financial Information For Tax Purposes, amended via MoF No. 73/PMK.03/2017 and MoF 
No. 19/PMK.03/2018 (“MoF Regulation on Access to Information”). This MoF Regulation regulates  
the technical guideline and procedure of CRS

• Financial Services Authority (Otoritas Jasa Keuangan/OJK) Regulation No. 25/POJK.03/2015 (POJK-25) 
concerning exchange of information on foreign customers to partner countries/partner jurisdictions  
and OJK Circular Letter No. 16 /SEOJK.03/2017 concerning Submission of Information on Foreign 
Customers Related to Taxes in the Context of International Automatic Exchange of Information by  
Using Common Reporting Standard. This OJK regulation requires financial institutions, i.e.  
commercial banks, securities companies, insurance companies and others, to submit a report  
contained information of their foreign customers to OJK.

Further, the MoF, Directorate General of Tax and OJK have created an online application system for a  
faster exchange of information regarding bank customers, as follows:

• Disclosure of Bank Secrecy Request Application/Aplikasi Usulan Buka Rahasia Bank (AKASIA) for MoF  
and Directorate General of Tax

• Disclosure of Bank Secrecy Application/Aplikasi Buka Rahasia Bank (AKRAB) for OJK.

Article 2 paragraph 8 of Law No. 9 of 2017 states that the confidentiality obligations for financial  
institutions or other institutions, which are regulated by law, are not applicable when implementing  
this law.

Article 30 of the MoF Regulation on Access to Information states that every financial information  
and/or information and/or evidence or affidavit for tax exchange purpose is information for which the 
confidentiality must be kept in accordance with the provisions of laws and international agreements.  
The provision further provides criminal sanctions for breach of confidentiality to not only the officials,  
but to other individuals (non-officials), who cause the breach of confidentiality. The punishment for  
this crime is imprisonment up to 2 years and monetary fines.

Table 5: CRS Developments In the Rest of ASEAN
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The scope of application of CRS in Malaysia is wide and it is 
important to understand the reporting obligations as they  
apply not just to financial institutions but also to certain types  
of investment entities. Foreign clients who are non-tax  
residents in Malaysia need to be aware that their financial 
information with Malaysian financial institutions may have to  
be reported and exchanged with their home countries. These 

CONCLUSION

Country CRS developments

Philippines

The Philippines became a signatory to the Amended Convention in 2014. However, the Philippine  
Senate has not yet ratified the same. Furthermore, the Philippines has yet to pass domestic legislation to 
incorporate the CRS or AEOI within its legal framework.

As of 11 June 2018, the only domestic legislation on exchange of information on tax matters  
currently in force is Republic Act No. 10021 or the Exchange of Information on Tax Matters Act of 2009. 
Under this law, the Commissioner of Internal Revenue will provide the tax information obtained from  
banks and financial institutions to foreign tax authorities pursuant to the provisions of the Convention  
and upon request of the foreign tax authority subject to certain requirements.

The law likewise provides that any information received by a foreign tax authority from the Bureau  
of Internal Revenue must be treated by the authority as absolutely confidential and shall only be  
disclosed to persons or authorities (including courts and administrative bodies) involved in the  
assessment, collection, enforcement, prosecution, or determination of appeals relating to such taxes.

Singapore

Singapore signed the Multilateral Competent Authority Agreement on 21 June 2017, and as at June 2018, 
has signed bilateral competent authority agreements with 24 countries.

Singapore implemented the CRS through the Income Tax (International Tax Compliance Agreements) 
(Common Reporting Standard) Regulations 2016, as amended by the Income Tax (International Tax  
Compliance Agreements) (Common Reporting Standard) (Amendment) Regulations 2017, which came into 
effect on 1 January 2017.

Cambodia, Laos, Myanmar, 
Vietnam and Thailand

Cambodia, Laos, Thailand, Myanmar and Vietnam are, as at June 2018, not signatories to the Amended 
Convention and have not adopted CRS into their respective laws. They have tax information exchange 
agreements with other countries through various double taxation agreements signed with other  
countries. Thailand and Vietnam have expressed strong indications of adopting soon.

are new standards that Malaysia, and increasingly soon, the  
rest of ASEAN which have yet to formally adopt CRS, will be 
adhering to and which will be part and parcel of how business  
is conducted in this region.



If you have any questions or require any additional information, you may contact the following person or the ZICO Law partner you  
usually deal with.

This article was edited by ZICO Knowledge Management.

All rights reserved. No part of this document may be reproduced or distributed in any form or by any means, or stored in a database or retrieval system, without our 
prior written permission.

This article is updated as at 22 June 2018. The information in this article is for general information only and is not a substitute for legal advice. If you require any 
advice or further information, please contact us.

Wei Min specialises in cross border corporate and commercial transactions, mergers and 
acquisitions and private equity, and regulatory compliance. She has extensive experience in  
advising on legal and compliance issues in foreign direct investments in all sectors and works  
closely with clients on practical solutions.

She is also experienced in private client work involving trusts and foundations (family and 
philanthropic). She also advises on the use of such structures for commercial and restructuring 
purposes. She advises trustees regularly on their roles and duties on trust and foundation set ups.     

Wei Min Chua
Director of ZICO Trust Limited
wei.min.chua@zicolaw.com
t. +603 2087 9806
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