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Singapore’s Personal Data Protection Commission (“PDPC”) released 
the second edition of its Model AI Governance Framework (“Model 
Framework”) at the 2020 World Economic Forum Annual Meeting 
in Davos, Switzerland. The Model Framework has been updated  
following feedback from organisations that have adopted artificial 
intelligence (“AI”), as well as feedback from PDPC’s participation  
in international platforms. The Model Framework is a general  
ready-to-use tool for organisations deploying AI solutions and is  
meant to serve as guidance. Adoption of any of the practices in the 
Model Framework is voluntary. Additionally, the World Economic 
Forum released an AI Board Toolkit to help organisations better 
understand the issues surrounding the deployment of AI solutions.
 
In this article, Heng Jun Meng, Director of ZICO Insights Law LLC  
discusses corporate governance issues for AI-driven organisations  
and matters to consider in the deployment of AI.
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AI GOVERNANCE 

APPLICATION

THE ROLE OF THE BOARD OF DIRECTORS

The Board of Directors of organisations that deploy AI solutions at 
scale should consider applying the recommendations in the Model 
Framework and the AI Board Toolkit. Examples of such AI-use cases 
include autonomous vehicles, automated eligibility review for  
financial products, and automated review of job applications. 

The Model Framework and AI Board Toolkit can be used by any 
organisation regardless of its business, scale, AI methodology,  

The Board plays a critical role in ensuring that its organisation has a 
clearly defined governance structure to brainstorm issues, monitor 
development and deployment, and manage stakeholder interaction 
relating to the AI solution being deployed. The Board should also 
consider whether its existing board composition, terms of reference 
and risk management framework is adequate to manage the  
evolving demands of AI deployment.

Responsibilities that may fall under the Board’s ambit include  

technology or sector. Organisations can use these guides as a starting 
point, and tailor measures to address issues relating to their use of  
AI taking into account the organisation’s specific needs and  
circumstances. Organisations should also review their AI governance 
framework in light of legal issues such as data protection, and industry-
specific guidelines such as the FEAT principles issued by the Monetary 
Authority of Singapore.

strategic review of suitable AI uses, review of the appropriate level 
of human involvement in AI solutions, creating a code of ethics  
for AI deployment, determining acceptable uses of personal data 
and establishing policies on disclosure of information about AI to  
its consumers.

If necessary, Boards can establish a new sub-committee to focus 
specifically on AI-related matters such as ethical codes, assessment  
of possible harm arising from the AI solution, the frequency of  

SINGAPORE’S AI GOVERNANCE FRAMEWORK

AI BOARD TOOLKIT

Singapore’s Personal Data Protection Commission (“PDPC”) released 
the second edition of its Model AI Governance Framework (“Model 
Framework”) at the 2020 World Economic Forum Annual Meeting 
in Davos, Switzerland. The first edition of the Model Framework was 
released in January 2019. The Model Framework has been updated 
following feedback from organisations that have adopted artificial 

In addition, the World Economic Forum has collaborated with more  
than 100 partners to create an AI Board Toolkit, which is designed  
to help directors of companies better understand the key issues 
surrounding the deployment of AI solutions and their responsibilities 

intelligence (“AI”), as well as feedback from PDPC’s participation in 
international platforms.

The Model Framework now includes additional guidance and  
suggestions on the following: 

as board members. The toolkit comprises 12 modules (including 
ethics, governance, people and culture), and is designed to align with  
traditional board committees, working groups and oversight concerns.
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internal audits, training or upskilling of employees and regulator 
engagement. As these issues often cut across different business 
functions, the expertise of board members and executives involved in  
an AI-specific subcommittee should be sufficiently diverse. 

When assessing its AI-governance readiness, the Board should consider 
the following:

AI GOVERNANCE

(A) HARM AND HUMAN INVOLVEMENT

(B) EXPLAINABILITY, ROBUSTNESS AND REPRODUCIBILITY

In determining whether active, supervisory or no human oversight is 
required in the AI-augmented decision-making process, organisations 
should consider the probability of harm to an individual/organisation 
that may result from the decision made by the organisation about 
that individual/organisation, and the severity of such harm. This 
inquiry can be structured based on the impact on internal and external  
stakeholders. 

The assessment of harm is dependent on the context in which the AI 
solution is implemented as well as the sector the organisation operates 

In order to build trust with their stakeholders, organisations should 
prioritise explainability, robustness and regular tuning of the AI model. 
Organisations may consider using model reports, visualisations and 
simple examples to explain how its AI model functions. For example, 

in. Organisations may also take into account the nature of harm  
(whether physical or intangible), the reversibility of harm, the ability  
of individuals to obtain recourse, and the feasibility of human  
involvement in the decision-making process. 

Organisations should also put in place processes to continually review 
and mitigate risks posed by the AI application. The performance of the 
AI application and changing societal norms may in some cases require 
retraining of the AI model.

explaining to its users that the posts appearing on the news feed of a 
person’s social media account may be influenced by the posts viewed  
by that person, his interactions with such posts and his personal 
connections. If explanations are not practical or relevant, organisations 



CORPORATE GOVERNANCE IN AI-DRIVEN ORGANISATIONS 

BRUNEI | CAMBODIA | INDONESIA | LAOS | MALAYSIA | MYANMAR | PHILIPPINES | SINGAPORE | THAILAND | VIETNAM

4

can consider conducting repeatability tests and documenting the 
repeatability of such results.

Before deploying AI solutions, organisations should stress-test and 
conduct adversarial testing to ensure that the AI model can handle 
a wide range of unexpected input variables. The importance of  
robustness of an AI model should be considered in light of the 
assessment of harm. For instance, the mis-identification of a  
vandalised road traffic sign by an autonomous vehicle may result in an 
accident. In such circumstances, adversarial testing will be of utmost 
importance.

The processes and procedures relating to the AI model should be  
properly documented and kept updated to facilitate review by  
internal or external assessors.  In order to determine the reproducibility 
of the AI model, organisations can consider appointing an  
independent verification team to assess whether it can produce the  
same results using the same AI model and data utilised by the  
organisation under specific contexts or conditions. In addition, internal 
or external auditors can be appointed to conduct an audit of the 
organisation’s algorithms, data and design process.

(C) DATA MANAGEMENT

(D) STAKEHOLDER INTERACTION

Organisations should collect data from a variety of reliable sources  
or make use of as many data attributes as possible in order to  
mitigate inherent bias in the dataset used, which may lead to the AI 
system producing discriminatory outcomes. Organisations should also 
consider whether the data fed to the AI model is representative of the 
real-world environment where it is deployed.

Where datasets used for building AI models involve the collection, use 
or disclosure of personal data, organisations are required to comply  
with the relevant personal data protection regulations, such as the 
Personal Data Protection Act 2012 (“PDPA”) of Singapore. Under the 
PDPA, organisations are required to inform and obtain the consent 
of each individual to his/her personal data being collected, used or 
disclosed for the purpose of analytics and/or research.

Organisations should also consider whether the AI model can be  
trained using de-identified or anonymised data. This can be achieved 

In order to inspire consumers’ trust in AI solutions, organisations 
are encouraged to provide disclosure on whether AI is used in its  
products and/or services, regardless of whether the AI solution is 
developed in-house or by a third party provider. Organisations can 
consider disclosing – whether a product/service is AI-enabled, how  
AI-assisted decisions may affect consumers, why an AI-enabled feature 
behaves in a certain way, and why an AI-augmented decision was  
made. For example, organisations using online communication systems 
to interact with customers may wish to disclose whether they are  

by various anonymization techniques such as generalisation (grouping  
data items into broader categories) and data suppression (removing 
data that are not required for the purpose). In the event personal data  
is converted into de-identified data, organisations should carefully 
manage the risk of re-identification, especially when there is potential 
negative impact on the individuals if they were to be re-identified.  
Measures that the organisation can consider include limiting the 
recipients of the data, restricting access to the original dataset, and 
imposing strict restrictions on the recipient’s use and subsequent 
disclosure of the data.

In compliance with the PDPA, organisations should also have in place 
a personal data protection policy setting out how the organisation  
handles the personal data of its internal and external stakeholders.  
The policy should also include how requests for access to their  
personal data and data breaches will be handled, as well as the roles  
and responsibilities of staff with regards to personal data protection.

using a chatbot or human to respond to inquiries.

It is further suggested that consumers be given the ability to adjust 
preference settings and contest AI-augmented decisions. Organisations 
should also bear in mind that such disclosures should be drafted in a 
manner that is readily comprehensible, particularly where the AI  
solution deployed has the potential to have a large impact on the 
consumer.

COMMENTARY

Although adopting the practices in the Model  
Framework and AI Board Toolkit is voluntary, the  
Board of Directors of an organisation (regardless 
of scale or business) that has deployed or intends 
to deploy AI should conduct a thorough review of 
its existing processes to identify gaps and potential 
improvements to address unique AI-related issues.  
As the Board is generally tasked with managing or 
directing the business of an organisation, the Board 
bears the responsibility of ensuring that any AI 
application being deployed is carefully considered  
and consistent with the evolving standards of ethics, 
social norms and AI governance.

For more information please see the following:

• Singapore’s Model Artificial Intelligence Governance Framework (Second Edition)
(“Model Framework”)

• The Implementation and Self-Assessment Guide for Organisations (“ISAGO”), a
companion guide to the Model Framework

• Compendium of Use Cases, released together with the Model Framework and ISAGO
• Principles to Promote Fairness, Ethics, Accountability and Transparency (FEAT) in the

use of Artificial Intelligence and Data Analytics in Singapore’s Financial Sector
• AI Board Toolkit
• The PDPC’s Advisory Guidelines on the Personal Data Protection Act for Selected Topics
• The PDPC’s Guide to Developing a Data Protection Management Programme

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/AI/SGModelAIGovFramework2.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/AI/SGIsago.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/AI/SGAIGovUseCases.pdf
https://www.mas.gov.sg/publications/monographs-or-information-paper/2018/FEAT
https://www.weforum.org/projects/ai-board-leadership-toolkit
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Advisory-Guidelines/AG-on-Selected-Topics/Advisory-Guidelines-on-PDPA-for-Selected-Topics-9-Oct-2019.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/DPMP/Guide-to-Developing-a-Data-Protection-Management-Programme-15-July-2019.pdf


If you have any questions on corporate governance relating to the use of AI, please contact Heng Jun Meng or any director of ZICO  
Insights Law LLC.

This article was edited by ZICO Knowledge Management.

All rights reserved. No part of this document may be reproduced or distributed in any form or by any means, or stored in a database or retrieval system, without our 
prior written permission.

This article is updated as at 9 March 2020. The information in this article is for general information only and is not a substitute for legal advice. If you require any 
advice or further information, please contact us.

Jun Meng advises clients on a wide variety of corporate matters including cross-border 
mergers and acquisitions, capital markets transactions, personal data protection and 
commercial transactions. His experience includes reverse takeovers, secondary post-listing 
fund raising, regulatory compliance as well as post-listing advisory. Jun Meng also advises 
on the contractual, regulatory and structuring of digital token offerings. He serves on the 
Information Technology Committee of the Law Society of Singapore.

This article was prepared with the assistance of Catherine Goh of ZICO Insights Law LLC
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